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General Terms and Conditions
for Procurement of secunet
(as of 07/2024)

General Information

secunet refers to secunet Security Networks AG as well as
stashcat GmbH, SysEleven GmbH, secunet International
GmbH & Co. KG and secunet International Management
GmbH, in which secunet Security Networks AG directly or
indirectly holds at least 50% of the shares or voting rights.
All agreements that contain an amendment, supplement,
cancellation or specification of these General Terms and
Conditions orthe contractualrelationship based on these
terms and conditions - in whole orin part - must be made
at least in text form. The same applies to the amendment
or revocation of this text form clause. If these agreements
or a contractual relationship based on these terms and
conditions contain references to the written form, the
written form can also be replaced by electronic form or
text form, provided that no legally overriding formal re-
quirements apply. Thetext form requires an electronic sig-
nature using a software solution. The aforementioned for-
mal requirement also applies to the amendment or revo-
cation of this text form clause.

Deviating - conflicting or supplementary - general tems
and conditions shall not become part of the contract un-
less their validity is expressly agreed to at least in text fom.

Property Rights, Rights of Use, Third-Party
Claims

The supplier shall grant secunet

- a simple, irrevocable, transferable, sublicensable right
of use to standard software, unlimitedin terms of time,
territory and content,and

- the exclusive, irrevocable, transferable, sub-licensable
right of use, unlimitedin time, space and content, to all
other delivery items (e.g. individual software, software
adapted within the scope of customizing, documenta-
tion, source codesand concepts).

Insofar as secunet contributes copyrighted works or other

protected items such as patents to the cooperation with

the supplier, all rights thereto shall remain with secunet.

The supplier shall only receive rights of use to the extent

that it requires them for the fulfillment of the respective

contractual purpose.

The supplier may use third-party components for the cre-

ation of the contractual items, provided that it remains in

a position to transfer to secunet the rightsnecessary to ful-

fill the purpose of the contract. In this case, the supplier

shall grant secunet a simple, non-exclusive, perpetual, ir-

revocable and transferable right of use.

Remuneration, Due Date

The amount of the remuneration for the respective ser-
vices of the Supplieris specifiedin the order andis subject
tothe applicable VAT.

The due date is 45 days afterinvoicing by the supplier.
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§ 4 Changes to the Subject Matter of the Con-

M

@

©))

tract, Cancellation, Termination

secunet shall be entitled to demand reasonable changes
to the subject matter of the contract until delivery or ac-
ceptance. The supplier shall realize such changes at the
conditions and within such periods which correspond to
the conditions calculated in the individual contracts. The
agreed deadlines shall be extended infavor of the supplier
if the agreed change causes delays that cannot be com-
pensated otherwise and such delays are communicated to
secunet immediately (text form) and proven by the sup-
plierupon request.

secunet shall be entitled to cancel partial services whose
realization has not yet begun. Cancellation shall reduce
the total price by the unitprice of the canceled service.
The parties may terminate the contractwithout notice or
withdraw from the contract if they can nolongerreason-
ably be expectedto adhere to thecontract. This is partic-
ularly the case if one party has filed an application for the
opening of insolvency proceedings; one party has sus-
pended its payments not only temporarily or if insolvency
proceedings have been opened against the assets of one
party orthe opening has been rejected for lack of assets.

§ 5 Statutory Warranty
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In the event of adefect, the Supplier shall, at its discretion,
remedy the defect by immediateremoval or new produc-
tion. In all other respects, the statutory provisions shall
apply.

The inspection period of secunet in accordance with the
provisions of the German Commercial Code shall only
commenceafter the installation and commissioning of the
delivery item.secunetshallgive notice of recognizable de-
fects within 14 days.

If defects are reported withintheinspection period, thein-
spection shall be interruptedifthe defects are significant.
After the notification of defects has been made and the
subject matter of the contract has been made available
again, the inspection period shallbegin anew.

If a third party asserts claims against secunet based on
patents, licenses, copyrights or other industrial property
rights of third parties due to the contractual items deliv-
ered by the supplier, secunet shall inform the supplier
thereof. Upon first request, the supplier shall indemnify
secunet against such third-party claims and reimburse
secunet for the costs of an appropriate legal defense as
well as for other expenses and damages resulting from the
infringementof property rights.

In the event of infringements of property rights pursuant
to paragraph 4, the supplier shall ensure that secunet may
continue to use the services already provided by modifying
or replacing the service infringing the property right in
such a way that the services do not infringe any property
rights and the agreed scope of functions and services does
not deviate unreasonably for secunet Should secunetin-
cur costs as a result of the change, these shall be reim-
bursed by the suppilier. If such changes are not possible for
reasons to be proven by the supplier, secunet shall have
good cause for termination and secunet shall be entitled
to assert claims for damages.
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§ 6 Serial Error
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A serial defect shall be deemed to exist if identical or simi-
lar defects have occurredin at least 5% of similar delivery
items or components thatsecunet has received from the
supplier.

Delivery items or components are generally of the same
type if they have identicalfeaturesin terms of type, func-
tion or purpose and thus stand out from delivery items and
components of other types.

In the event of a serial defect, secunet’s claims for subse-
quent performance against the supplier pursuant to § 5
para. 1shall apply to all similar delivery items, irrespective
of whetherthe defect has actually occurred.

If the supplier can prove that only delivery items of a cer-
tain batch are affected, secunet’s claim under these pro-
visions shall be limited to the delivery items of the affected
batch.

Default

If the supplier fails to meet an agreed performance dead-
line, for example for a partial or complete acceptance, it
shall be in default without a reminder. In the event of de-
fault, secunet shall set the supplier a reasonable deadine
for performance. After expiry of this period, secunet may
withdraw from the contract in whole or in part and claim
damages in lieu of performance.

If the supplieris more than seven calendar days late in
meeting a performance deadline agreed in the contract,
secunet may demand a contractual penalty of 0.4% of the
order value foreach day of delay. Inthe case of partial ser-
vices, the contractual penalty shallbe calculated accord-
ingto the proportion of the order value. In total, the con-
tractual penalty shall be limited to 5% of the order value.
The contractual penailties shall be offset against claims for
damages.

§ 8 Offsetting, Right of Retention
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Offsetting by the supplier is excluded. Unless it concems
undisputed orlegally established claims or claims from the
same contractual relationship.

The exercise of aright of retention by the supplier is dlso
excluded. Unlessit concerns undisputed or legally estab-
lished claims or claims arising from the same contractual
relationship.

§ 9 General Obligations of the Supplier
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The supplier shall observe the human rights and environ-
mental due diligence obligations withthe aim of prevent-
ing or minimizing human rights or environmental risks or
endingthe violation of human rights or environmental ob-
ligations. The supplier shall address the observance of hu-
man rights and environmental due diligence obligations in
its supply chainsin an appropriate manner.

The supplier undertakes to fulfil the statutory requirements
for placing the delivery objects on the market. To the ex-
tent that the statutory requirements for placing the deliv-
ery objects on the market may not be met by the supplier,
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the supplier undertakes to support secunet inthe fulfiment

of the statutory requirements.

a) Unless otherwise agreed, the supplier is obliged to
hand over the delivery objectswith market authorisa-
tion throughout the EU. This requires in particular the
inspection and the accompanying documentation
(e.g. technical documentation) of the delivery objects
with regard to theirrisks and/or safety and reliability.
If contractually agreed, the supplier shall obtain EU-
wide approval of the delivery items by a recognised
testinglaboratory, e.g. TUV Sid, prior to the first deliv-
ery of the delivery object inits respective productver-
sion to secunet. The approval certificate issued by the
testing laboratory shall be handed over to secunet
free of additional costs and without delay.

b) All documents required for an approval shall also be
sent to secunet, irrespective of the approval by the
supplier, before the first delivery of the delivery object
inits respective productversion, unsolicited, complete
and free of additional costs.The delivery objects shall
be labelled accordingly and corresponding declara-
tions of conformity including the underlying test pro-
tocols/reports shallbe made available to secunet un-
solicited, in full and free of additional costs. The sup-
plier undertakes in particular to comply with the regu-
lations on the electromagnetic compatibility of
equipment and on the electrical safety and mechani-
cal safety of its delivery objects and to fulfil the obli-
gations arising therefrom, insofar as the delivery ob-
ject falls within the scope of applicableregulations.

c) Atsecunet’s request and free of additional costs, the
supplier shall in particular be obliged to send secunet
the EU Declaration of Conformity without delay, to
carry out the CE marking and other legally required
markings and to provide the otherinformation for the
identification of the delivery object.

d) As the manufacturer or distributor, the supplier shall

assume the obligationsin accordance with EU Direc-
tives 2012/19/EU (WEEE), 2006/66/EC (batteries and
accumulators) and 94/62/EC (packaging), in particu-
lar with regard to the respective standardised regis-
tration, reporting, information and disposal obliga-
tions, unless otherwise stipulated in individual con-
tracts.
Any provisions on the transfer of the manufacturer’s or
cost-bearing obligations to secunet in the context of
the disposal of the delivery objects shall not become
part of the contract. At secunet’s request, the supplier
shall immediately provide all documents, evidence
andinformation in connection with the above obliga-
tions free of additional costs.

e) The suppliershall use suitabletransport packaging for
safe transport. In principle, the supplier shall dispose
of the delivered transport packaging properly at its
own expense and in accordance with the nationd
statutory provisions, unless otherwise stipulated in in-
dividual contracts. No transfer of ownership of
transport packaging shall take place in this case.
However, the recipient of the delivery objects may de-
mand that the transport packaging, insofar as it may
be disposed of, be transferred to him upon delivery.
The costs for packaging and transport, including an-
cillary costs such as insurance fees, cash on delivery
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commission, cartage, connection fees and demur-
rage, shall be borne by the supplier, unless othemise
agreedin the individual contract.

f) The suppliershall indemnify secunetagainst claims of
third parties which are based onthefact that the sup-
plier has not or not properly fulfilled its obligations as-
sumed under this subparagraph (2). Priority shall be
given to mandatory statutory, regulatory or contrac-
tual obligations with regard to the above-mentioned
guidelines shalltake precedence.

(3) The supplier is obliged to subject the delivery items to
careful quality assurance. The quality assurance measures
shall be planned, carried out and documented by the sup-
plier in accordance with the best available technology.
They shall be agreed with secunet and approved by
secunet. All data and evaluations (QA report) recorded
within the scope of quality assurance shall be made avail-
able to secunet uponrequest.

§10 Acceptance for Work Services

If the supplier has to provide work services, it shall notify
secunet immediatelyin text form of the completion of the con-
tractual service. Services provided inaccordance with the con-
tract shall be accepted by secunet. Unless otherwise agreed
between the parties, partial acceptances shallnot take place.
In all otherrespects, thestatutory provisions shall apply.

§1 Minimum Wage

(1) The supplier undertakes to pay its employees remunera-
tion at least in the amount of the respective minimum
wage. Upon request, the supplier shall provide suitable
documentation to prove that these provisions are com-
plied with.

(2) The Supplier shall also oblige its subcontractors/works or
service providers to complywith the requirementsregard-
ing the payment of a minimumwage.

(3) The supplier shall indemnify secunetagainstall obligations
and damages resulting from a breach.

§12  Confidentiality

(1) Confidential informationis all information about facts re-
lating to a business operation that is only known to anar-
rowly defined group of people, i.e.is notin the public do-
main and should be kept secret due to alegitimateinterest
of the business owner, regardless of its nature and form.
Thisincludes, in particular, oral information, letters, mem-
oranda, reports, documents, studies, analyses, drawings,
letters, computer printouts, software programs, specifica-
tions, data, graphical representations, tables, sound re-
cordings, visual reproductions and any kind of copies of
the aforementioned information for which the disclosing
party has taken appropriate confidentiality measures.

(2) The contracting parties shall treat confidential infor-
mation as strictly confidential and shall not disclose it to
third parties without the prior writtenconsent of the other
contracting party. Irrespective of the secunet company to
which these GTC apply, none of the following companies
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shall be deemed a third party: secunet Security Networks
AG, secunetInternational GmbH & Co.KG, stashcat GmbH,
SysEleven GmbH and secunet International Management
GmbH, insofar as information must be made accessibleto
them by secunet within the scope of the implementation
of the purpose of the contract. The contracting parties
may pass on confidential informationto those employees
who require the respective confidential information for the
purpose of implementing the contract, provided that the
respective employee has undertaken to maintainthe cor-
responding confidentiality by means of a written confi-
dentiality obligation.

(3) The above obligation does not apply to information that
a) were dlready evident at the time they were received

by the receiving party;

b) were already in the possession of the receiving party
at the time of receipt by the receiving party;

c) become apparent after receipt withoutany action on
the part of the receiving party or

d) by third parties without any obligation of confidenti-
ality or non-use, provided that such third parties have
not received the informationdirectly orindirectly from
the receiving party;

e) isrequiredto be disclosed by law or afinal administro-
tive or judicial decision, provided that the disclosing
party notifies the other party of the confidential infor-
mation to be disclosed prior toits disclosure.

(4) The supplier undertakes to return all business documents
and any business material to secunet upon termination of
the contractual relationship. The supplieris further obliged
todelete all datarelating toits activitiesfor secunet from
datacarriers not to be handed over to secunet and to con-
firm to secunet the complete surrender of all materials and
the deletion of all data.

(5) Unless the parties have agreed otherwise, the confidenti-
ality obligations under the provisions of this section shall
end five years after the respective contract has been
completed.

§13 Data Protection

(1) The supplier and secunet shall comply with all applicable
laws, guidelines and regulations relating to data protec-
tion and data security.

(2) If personal data is entrusted to one contracting party by
the other contracting party, it shall be treated confiden-
tially and protected against misuse by appropriate tech-
nical and organizational measures. When processing or
passing on personal data, the relevant data protection
laws and the provisions of the contractual agreements
with secunet must be strictly observed. This results in par-
ticularin the following data protectionrequirements:

a) In order to fulfill its obligations, the Supplier shall only
deploy employees who have committed themselves
to confidentidlity in the handling of personal data
Corresponding declarations of commitment by the
employees shall be submitted to secunet upon re-
quest.

b) The Supplieris prohibited from processing, disclosing,
making accessible or using personal data without au-
thorization for any purpose other than the respective
lawful performance of tasks.
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c) The loss, unlawful transmission or acquisition of
knowledge of personal data must be reported to
secunet at Datenschutz@secunet.com immediately,
as there may be an obligation to provide information.

d) After completion of the contractual work or earlier
upon request by secunet - at the latest upon termina-
tion of the respective service agreement - the supplier
shall return or destroy all datain its possession in con-
nection with the contractual relationship in compli-
ance with statutory retention periods. The deletion of
the datashall be confirmedto secunet uponrequest

§14 Compliance

(1) The supplier undertakes to comply with the provisions of
the Code of Conduct for Suppliers and Business Partners
(https://www.secunet.com/ueber-uns/unternehmen)
andin particular to observe the applicable statutory anti-
corruption regulations and the applicable antitrust regu-
lations.

(2 Intheeventofabreach,secunetshallbe entitled to temi-
nate this contract without notice. The supplier shall indem-
nify secunet and hold secunetharmless from all damages
and claims of third parties arising from this breach.

§15 Information Security

The Supplier must comply with secunet’s information security
requirements within the scope of its activities, provided that
the IT infrastructure is used or access is gained to secunet’s
premises.

§16 Quadlified Personnel, Use of Subcontrac-
tors

(1) The Supplier shall provide the services by personnel who
are qualifiedto provide the agreed service in accordance
with the contractualagreements.

(2) The supplier may only use subcontractors to provide the
service with secunet’s prior consent in text form. The
agreedrequirements of secunet regarding the use of sub-
contractors shall be passed on by the supplier along the
supply chain.

§17  Audit

(1) secunet is entitled to carry out audits at the suppliers
premises in order to verify the proper fulfillment of this
contract and the individual contracts as well as the re-
quirements of the Code of Conduct for Suppliers and Busi-
ness Partners (https://www.secunet.com/ueber-uns/un-
ternehmen). In addition to observing the necessary secu-
rity measures and any confidentiality obligations of the
supplier towards third parties, secunet:

a) notify the supplier of audits at least two weeks in ad-
vance,

b) Take account ofthe supplier’s operational processes,

c) Audits shall be limited to the rooms and facilities of-
fected by the objects of the contract,
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d) observe the data protection regulations and act on
the premise that the supplier’'strade and business se-
crets are affected as little as possible.

(2) Utilization of the results beyond what is necessary to en-
force secunet’s contractual and statutory claims against
the supplieris not permitted.

§18 Final Provisions

(1) Unless otherwise agreed by the parties, the place of per-
formance shall be secunet’s registered officein Essen.

(2) The contractual relationship between the parties and all
rights and obligations associated with it shall be govemed
exclusively by the law of the Federal Republic of Germany,
to the exclusion of the provisions referring to other legal
systems and to the exclusion of the UN Convention on
Contracts for the International Sale of Goods.

(3) The exclusive place of jurisdiction for the contractual relo-
tionship and all rights and obligationsin connection there-
with shall be Essen.secunetshall alsobe entitled, at its dis-
cretion, to sue the supplier at its registered office. This ju-
risdiction clause shall not affect the right of the parties to
apply forinterim legal protection atthe competent courts.
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